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Henning Wegener

                                                   Istanbul, July 1, 2004

Day 2, Session 2: Knowledge, Information and Intelligence

Learning Lessons from Cyber Attacks:

Broadening the CERT Framework

It has been calculated that 80% of all business assets, are, in one form or  another, managed in electronic form. The management and protection of IT-processed knowledge and the safe acquisition and conservation of information are thus key ingredients of the economy’s quest for security  and, by consequence, of this Conference. To a large extent, business security means business information security. This is particularly true of critical societal and economic infrastructures which in modern societies fullfill existential functions. They are predominantly in private hands and especially vulnerable because many of their distributed control systems and supervisory control and data acquisition systems are connected to the Internet, but at the same time often lack even rudimentary security. Cyber attacks on these infrastructures can, because of growing interdependen-cies, have immediate grave repercussions throughout the national economic and political system, but can also produce momentous trans-frontier effects. Cumulative attacks on various structures may, through instant chain reactions, cause the damage to grow geometrically, posing problems of survival. But even at the enterprise level, there are critical infrastructure assets, e.g. in the area of proprietary design, logistics, financial secrets, inventory management or personnel, which, if seriously 

damaged or compromised, imperil the very existence of  the enterprise. All this is well known, and hardly needs additional emphasis, unless to strengthen the private and public, national and international prevention and emergency response capabilities to harness these threats. Efforts in this direction retain their urgency, as in spite of a myriad of  national and international institutional responses, national legal approaches to cyber security remain inconsistent, and often incompatible and inadequate. Emergency protection mechanisms put in place on the national level demonstrate many common structural elements, but there are considerable differences in the measures taken, the attributions and efficiency of organizations in charge of information security, and thus the degree of protection achieved. And assessing the work of international players, we are far from an interlocking system capable of providing universally applicable and operational rapid responses.

The emphasis here will be on emergency response mechanisms rather than the more long-term policy issues and mechanisms, as the threats described above are eminently time-critical. Timely and comprehensive information sharing is the key concept for any emergency-oriented successful business security strategy with a spectrum that reaches from early warning systems to the elaboration and dissemination of rapid and coordinated incident responses, permanent in-depth incident analysis and the processing of lessons learnt. All of these elements are required for a coherent approach.

Commensurate with the dimensions of the threat, the list of institutions and organizations that feel called upon to act, both nationally and internationally, is exceedingly long. Information security is on the agenda of 

the UN and a large number of UN departments and affiliated organizations, NATO, the OECD, regional cooperation mechanisms like APEC or OAS, the ICC and, recently in a major way, the EU which has recently inaugurated a Network and Information Security Agency which will work closely with industry and serve as EU contact for relevant parties in third countries. Rapid response mechanisms have been instituted by the G8 (24/7 point of contacts network, in which 30 countries participate) and are also foreseen in the Council of Europe Draft Cyber Crime Convention in a criminal law enforcement perspective. There are also the normal law enforcement organs, often specially charged to deal with cyber crime persecution (Europol, Interpol). 
Multitude of other business-oriented organizations. Refer to Westby study on International Strategy for Cyberspace Security for list.

Singling out CERTS, Computer Emergency Response Teams ---Specificity --- particularly effective and promising approach --- successful interplay of public and private ---- multiple constituencies ---  high societal coverage, locally implanted --- university, enterprises, institutions, governements, international cooperation network, global capacity --- practical, on the ground, works --- technical expertise, involvement of input from business and technological top firms --- instrumental in encouraging establishment of CSIRTs, Computer Security Incident Response Teams --- global enterprise structures, no frontiers, damage possibly business-wide, universal ---needs universal mechanisms for responses and counterstrategies. CERT one of these 

For this reason my contribution concentrates on the CERT approach and the functioning and future potential of its international coordination 

mechanism FIRST, the Forum of Incident Reponse and Security Teams. My proposition is threefold: that efforts are needed to make the CERT system 

truly universal: that its communications should be further improved; and that a lessons-learned mechanism should be added to its current activities.

CERTs are presently operating in most OECD countries and a growing number of countries outside. In the US which has originated the CERT movement and provides some global coordination through the CERT/CC, a coordination and research center located at Carnegie Mellon University, functionally independent, but partially funded by the (Home Security Department of the) US Government.  The network of CERTs in major universities, public administration, private sector companies, especially in the ITC field and in banking, is huge, with the United Kingdom, Germany and others also displaying a large number of CERT centers throughout public life and the economy. CERTs cooperate internationally in a global coalition, founded in 1990, the Forum of Incident Response and Security Teams (FIRST). FIRST helps the CERTs to coordinate responses to security incidents and has become the global venue for sharing information about incidents and vulnerabilities, thus accumulating a valuable data bank and scientific base. Among the instruments of discourse and communication of FIRST members is an Annual Computer Incident Handling Conference, the latest of which has just concluded its proceedings in Budapest.

At present, FIRST has a membership of slightly above 150, about half of which are located in the US or – in case of multinational enterprises – work out of the US. And this is where the unevenness shows in a twofold manner: 

with the exception of a few OECD countries, many others dispose of only one national CERT, -- or none. The gaps on the CERT world map are huge. Many Central and East European countries do not yet operate a CERT. There are at present only 4 Latin American countries, one Middle Eastern, no African, and very few Asian countries on the FIRST membership ledger. 

India is missing, despite its developed IT culture. Overall, there are practically no countries from the developing world, although the security threats are just as important, if not more, in their emerging economies. Given the trans-frontier dimension of cyber security threats, the need for extension of the CERT culture to a universal pattern is evident.

FIRST has been active in this respect, and there is interest on the part of as yet non-participating countries. FIRST is in touch with a number of these countries, and some attend the Annual Conference as obervers. FIRST also organizes informal meetings world-wide in an attempt to broaden its coverage and to offer training. APEC, the Asian-Pacific Economic Conference, on the basis of several summit declarations, especially its Shanghai Declaration of 2002, has recognized the role of CERTS and the need to establish such teams within APEC countries, to promote information  exchange and cooperation, and to work towards their introduction. The EU, within its programs for the promotion of a world-wide information society, foments similar developments in Latin America (cooperative programmes ALICE and CLARA), and also trains personnel for security groups in North Africa (TRANSIT).  

Apart from the importance of completing the CERT/FIRST network in order to enable the global application of this instrument, the way CERTs are 

organized on the national level are also of importance. Countries – like the US or Western Europe - where CERTs have sprung up on the basis of industry or academic initiative achieve broad coverage within their IT culture. The process of generating this network has mainly been bottom-up. In those countries where the establishment of CERTs is the product of external initiative, as for example through the assistance of APEC, the 

approach tends to be top-down, with a government-sponsored central CERT leading the way. In fact, both elements are needed. A multitude of private security groups requires a point of coordination and delegation of public authority, a service that in the US is rendered by the CERT/CC, in Germany by the Bundesamt für Sicherheit in der Informationstechnik (BSI – CERT Bund), in France by CERT-IST, in Spain by the public company IRIS-CERT.                                     A central government-run CERT needs complementary CERTs to cover all IT-relevant constituencies. 

The crucial issue is whether the communication links between CERTs in  one country, but more so, between the CERTs internationally function optimally. Here there is substantially more work to do until a level of mutually compatible information is reached and common reporting standards are worked out. At present, and in spite of many efforts, information is not generally shared sufficiently and compatibly. There are national networks – like the one of Korea – that do not interact with any other. Within the EU, efforts are underway to work out standardized definitions of cyber threats and standardized formats of reporting. These standards are designed to be open to any other user. FIRST certainly has an important role in carrying this process further. The objective should be 

to have a permanent world-wide standardized and automatized reporting system that would include the immediate world-wide availability of early warning information and enable very rapid emergency responses to generalized threats.

My third  point concerns “lessons learned”. For some time, complex energy networks have been collecting material on major accidents or disruptions of service whose causes are not immediately discernible for later analysis, and help if similar accidents recur. In order to improve its future response 

capabilities it appears that the companies involved share The CERTs should practice a similar data collection policy to enable systematic ex-post analysis, for instance as regards chain reactions of cyber damage, collective efforts to devise optimum remedies, training, development of best practices, etc. There should be standardized accident reports, supported, if possible by full digital records (complete hard disk copies), to be disseminated within the CERT community, possibly through FIRST. This could be a major contribution to the further development of an evolving IT security culture and the successful elaboration of preventive measures in- stead of mere responses. In the age-old race between attack and defense which so clearly characterizes the cyber crime dilemma, the availability and 

application of lessons learnt can also provide a possibly crucial time advantage in the event of an attack.

Such a “lessons learnt” approach is as yet not followed consistently, although informal exchanges in this sense are practiced at FIRST meetings and elsewhere, albeit without much analytical depth. The inherent 

difficulties in establishing a systematic and standardized system are evident. Private business is loathe to report and share information on even 

severe cyber incidents that have not already come to public attention, as the attack may make the enterprise appear vulnerable and weak, negatively affecting the corporate image. They are fearful of loss of public and client confidence, but also of losing competitive advantage if in the process competitors garner sensitive or proprietary information. Their reluctance also stems from the fear of disruption of business operations, if sharing information gives rise to legal investigations. These apprehensions can partly be allayed by stripping the information provided of much its identifying content, but it is even more important to impress upon the participants  that contributing to a “lessons learnt” exchange produces beneficial results for all concerned by strengthening the collective response capability of the IT community and make available a broader spread of remedies based on a broader case basis.  It is also possible that certain dynamics develop, motivating companies to join the movement, thus overcoming their initial reluctance. In any case, it is worth trying.

